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approaches to practical SNARK design
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Figure 5 Optimization of several zero-knowledge proof based on QAP
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Permutations over Lagrange-bases for Oecumenical Noninteractive arguments of Knowledge
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Security time)
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*q; = (0,0,0,1)
*qr = (0,0,0,1)
gy = (-1,-1,-1,-1)
g, = (1,1,1,0)

a b C expresion gate polynomial
* qc = (0,0,0,0)

3 3 9 P11 =29 a1 by =cy +0a; +0by — 1ey + 1laiby +0=0
e a = (3,4,5,9)

4 4 16 T3~ Ty = X4 as by = ¢y +0as + 0bs — 1cg + lasby +0 =0
b =(3,45,16)

2 > 25 L5 * Ts = Tg asz - by = c3 +0asz + 0bs — 1c3 + lagbs +0 =0

. ¢ = (9,16,25,25)

9 16 25 To+ T4 = T as+ by = ¢y +1la4 + 1bgy — 1eqg + 0agby +0 =0



http://www.sutu.tech/

%%J—Tﬁ www.sutu.tech

2023.6.10 ZK SH Workshop

K& A¥H(E(Lagrange Interpolation)

—————

_______

° l/< \||/7_J_7 )L/\'J—"_ EI/]
9,5), (—4,2 1 2),(7,9
%{ ) —\: (92)( @}4 )

s CRENERNS ﬁﬁ oo (%),
yiti(x), yots (XWDY:’»#:%(X)E/]*D

» EES VBT E P
, Eﬂz/\?ﬁ)iﬁl%zli B 2R
R HYFER Eﬁxwﬁ“ T EAn
Nl =R RIE A0,

\] ﬁ
aiH\]



http://www.sutu.tech/

A FRBER HiEER EEIR /92 1IN\

*a=(3,459)
« BRI 9AAER(0,3), (1,4), (2,5), (3,9)

. SFTXEATRISEIR SR 2x® —2x2 +2x +3 =0



http://www.sutu.tech/

ZERHY wuwsututech 2023.6.10 K SH Workshop

ERR

Root of unity

« TR x™ = 1 AEZE N ME n IXE1R,

 XFEERIREE n >, FRIX n PEERE n X BAAR 2k BBUETR
(the n-th root of unity) .

- IRIEEFEAIANR, n I RB{IRIEE L

e n FEEATETAUROEAIKE.

5
3

4
)



http://www.sutu.tech/

%%ﬂ-?ﬁ www.sutu.tech

4R BNIR

H:{x € Fy7|z* =1}

t?=1 — z2=4+1=1o0r16

2=1 — z=+1=1o0r16

r° =16 — x = -

H:{1,4,16,13}

4 =40113

2023.6.10 ZK SH Workshop


http://www.sutu.tech/

EERIY wwsututech
TEFSEE (coset)

H:{1,4,16,13)
ky =2, ko =3
ki H :{2,8,15,9)

koH : {3,12,14,5)


http://www.sutu.tech/

%%ﬂ-?ﬁ www.sutu.tech

ZINzd(E

Ol

1
4

1

f(z) = a + bz + cx® + dz®
(a,b,¢,d) = Q7" - (f(w"), f(w'), f(w?), f(w®))"

1

1 17

1 13 16 4

1 16
| 1

4

1 16

16 13,

13 13 13 13

13 16 4 1
13 4 13 4

13 1 4 16

2023.6.10 ZK SH Workshop

fo =1+ 13z + 322 + 32°

fo =T+ 3z + 142% + 132°

fo =6+ 5z + 11z% + 4z°

qL:13—|—a:+4a:2—|—16a:3

qR:13+:1:—|—4a:2+16:r;3
qo = 16

qM:5—|-16w+13a:2+:c3
qc =0
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expresion

L1 L1 — T2

I3 Ty — T4

Iy Ty — Tp

To+ T4y = Ts

gate

ai - bl =C
as - b2 = C
as - b3 = C3

as+by=cy

a; =b =2

as = by = x5

az = by = x3
a4 = e
by = e2
C4 = C3
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WEBASE—5: #&iE a, b, c  (JRESHE)

a(z) = (b1z + by) - Zy(z) + fo(2)
b(.’l)) = (bgx + by) - Zy JI) T fb( )

(

(

C($) = (b5.13 -+ b(j) . ZH(I) ( )

et Fir F4Empeins, Bigs (b1, ba, b3, by, bs,b6) = (7,4,11,12,16,2) , mis:

a(z) = 14 + 6z + 3z + 323 + 4zt + 72°
b(z) = 12 + 9z + 14z* + 13¢° + 122" + 112°
c(z) = 4+ 6z + 11z* + 42° + 2z* + 162°

FAIFIA SRS #iTHiE

[a(:z:)]l = (91,66)
[b(m)]l — (26,45)
le(x)]; = (91, 35)
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_&EEJZB@HL%SZ (b77 b8’ b9) = (143 11a 7) = IE‘117, l'l'-,%- Z(CI})
z(z) = (byx? + bgx + by) - Zg(x) + acc(x)
FRIEMISTEE SRRk (B,7) = (12,13) € Fir taEHEmsms

acco = 1
(a; + Bw'' +7)(b; + Bkiw* ™ + 7)(ci + Baw' ™! +7)
(@i + BSo, (W' 1) +7)(bi + BSo, (W) +7)(ci + BSo, (w'™1) +7)

acc; — acc;—1
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WEBASE 20 A 2

(3+12%1+13)(3+12%2x1+13)(9+ 123 %1+ 13)

acci =
(3+12%2+13)(3+ 121+ 13)(9 + 12 x 13 + 13)
C11-6-7
- 6-11-8
(4+12%x4+13)(4+12%x2%4+13)(16 + 12 x 3 x4 + 13)
acty = o -
? (4+12%8+13)(4+ 124+ 13)(16 + 12+ 9 + 13)
o, 14-11-3
- 11-14-1
o (51125164 13)(5+12%2% 16 +13)(25 + 1243 16 + 13)
accy =

(5+12% 15+ 13)(5 + 12 * 16 + 13)(25 + 12 % 5 + 13)
6« 1152

11-6-13
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acc = (1,3,9,4)
acc(z) = 16z + 5z* + 14>
z(x) = (142 + 11z + 7)(z* — 1) + 162 + 5z* + 14z°
=10 + 5z + 8z + 14z° + 7z + 11z° + 14z°
2(2)]1 = |2(s)| - G1 = (32, 59)
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WA =2 it (a,b,c, z)

RIBIOEE RIEAOHkSE o = 15 € Fy7, itEEEsm

t(z) = (a(z)b(z)gm(z) + a(z)qL(z) + b(z)gr(z) + c(z)q0(z) + PI(z) + qc(z))
Zy(z)

— (a(z) + B85, () +7)(b(2) + BS,,(2) +7)(c(2) + BSs,(2) + 7)2(w2)

+ (a(z) + Bz + v)(b(x) + Bkix + v)(c(x) + Bkax + v)2(x)

az
ZH((II)

DERE < n+ 2 BT to(), tmid(T), thi(x) Hep

+ (2(x) — 1)Ly (x)

t(z) = tio(x) + " tmia(x) + 2" (x)

HEEE [tlo(:z:)]l, [tlmid(w)]la [th‘i(x)]l .
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WA =2 #iEt (a,b,c, z)

t(z) = 112" + T2'% + 221 + 162 + 6 + 2™ + 152 + 2! 4 102"°
+ 9229 + 28 + 827 +132°% + 132° + 923 + 1322 + 16z + 11

t;,, = 11 + 162 + 1322 + 923 + 132°
t, .0 =13 4+ 8z + 2% + 2% + 10z* + z°
tp; = 15+ 6z + 162> + 2z° + Tz* + 11x°

RIGL
[t} = (12,32)
[tmid]1 = (26,45)
[trhil1 = (91,66)
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a= a(C)aB = b(C)a C = C(C)a S—(—TI — Sm(C)a S:rg — SU-],(C)a b= t(C)a 2y = z(w(;)
e (XFHREENEMHZIR)
r(z) = abgm(z) + aqi(z) + by, () + 29o(z) + gc()
+ ala + B¢+ 7)(5 + Bk1¢ + v)(€ + BkaC + v)2(x)
— a(@ + BSs, +7)(b+ BSs, + 7)B7Ss, ()
+ an(:z:)Ll(C)
r(z) PN SPloNKIEXRARRE, ERITEMAET, RIS TAIEESHR, XalfHa—N g

WEERERA.

HEEEGHET = 7(C). FHA®

BgC =195, WE: (+HEIER)

i=15,b=18,8=35,9, = 1,5; =12, = 1,4, =15;F =15
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Tk v € Fur

wETmERsms Welz):

ETmEEsEs We(z):

At

—tlr) (:U) + C‘"—?‘t"'ﬁl‘d ((I))

—r

C2"+4t/uf (CC) — 1

| T+

+v(r(z) — 7)
+v?(a(z) — a)
+v3(b(z) — b)
+vi(c(z) — €)
+95(S,, (z) — S5,)
+v%(S,,(z) — S5,)

Weu(z) Zim)_z:—d
[(We(2)]1, [Wew())h

g (=5, mg (We(z)1 = (91,35), [We ()] = (65,98)
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UERRSERk: HiHuEE

UHE:

T = ([CL]’ [b]’ [C]v [Z], [tlo]a [tmid]a [thi]7 [WC]7 [WCw]7 6’7 B’ E’ So'l’ S"‘Z’ z_“” f)
BINMER:

= ((91,66), (26,45), (91, 35), (32, 59), (12, 32), (26, 45), (91, 66), (91, 35), (65, 98),
15,13,5,1,12, 15, 15)
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SO . FALIE

A FHSRStFmAb IR

lgnm] = [gm(s)]
qz] = [gL(s)]
qr] = |qr(s)
go] = [go(s)]
gc| = lgc(s)
SGl. — :‘501(3):
So,] = [55,(8)]
S03. — -503(5):

= 12(1,2) = (12, 69)
= 6(1,2) = (32,42)
= 6(1,2) = (32,42)

— 16(1,2) = (1,99)
= 0(1,2) =0
= 2(1,2) = (68, 74)

= 13(1,2) = (65,3)
= 8(1,2) = (18,49)
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1. % [al, [b], [c], [2], [tio], [Emad]s [ERi], [We], W] € G,
2. W5F @, 0,8, 85,,Ss,, 2, T € F17.

3. BIE Wiel) € F17 (nsttaN) .

a. 1+%/<>ylﬁ‘tE’Jl:F1E Zu(¢) =¢"—1,

5. g L(C) = n(C i)
6. itasstmAsTRIGE: L1(C) = 2y wili(C),

7. T ERZ IR AT -

t =

7+ PI(C) — (a+ BSo, +7)(b+ BSs, +7) (€ +7)a — L1(¢)a?

Zu(¢)
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SUFE : IFESL

8. It E ESIRRENSE—By. =X (D] = vr(z)] + ulz]:

(D] = abv[qa] + av(qr] + bu[qr] + ev[go] + v[gc]
+((@+ B +7) (b + Bki¢ +7) (€ + Bkal + v)aw + Li({)a’v + u)[2]
—(@+ ,85;1 +) (E + BSs, + v)ovBz,|So,]

9. T E=EAM EZINTURIA
[F] = [tio] + ¢ [tmig) + ¢ [trs] + [D] + v3[a] + v*[b] + v*[c] + v°[Ss,] + v°[Sy,]
0. HER RO E IR [E]
[E] = (t + vF + v?a + v°b + v+ v°S,, +°S,, +uz,) - [1]
M. WEXIERTEITG:
e([Wel + ulWel, [s]2) = e({[W¢] + uwCuw[Weo| + [F] — [E], [1]2)
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