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Merkle Tree
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H1=H(A) H2=H(B) H3=H(C) H4=H(D) H5=H(E) - ! |__§E_l}f_t=.‘_9_. _
H6=H(H1+H2) H7=H(H3+H4) H5 e

W - ‘Nodes

H8=H(H6+H7) H5 e
H=H(HB+H5) .......................... HUOt |

https://github.com/merkletreejs/merkletreejs


http://www.sutu.tech/

%%ﬂ-?ﬁ www.sutu.tech

Merkle Tree Proof

Target Node
H1 H2 H3 H4 H5
H6=H(H1+H2) H7=H(H3+H4) H5
H8=H(H6+H7) H5
R=H(H8+H5)
Merkle Root

| Proof hashes required to link Target Node to Merkle Root

https://github.com/merkletreejs/merkletreejs

2023.0.7 K SH Workshop
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Invalid Merkle Tree Proofs

Target Node Incorrect Leaf

H1 H2 H3 H4? HS5
N ~
H6=H(H1+H2) H7=H(H3+H4) I-t')
\/’
H8=H(H6+H7) |-t3
——e—
R=H(H8+H5)
Merkle Root

[] Hashed proof nodes do not match Merkle Root

https://github.com/merkletreejs/merkletreejs
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Performance on AWS c5.metal, 16 KiB input, 1 thread
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STARK Friendly Hash

2023.0.7 K SH Workshop

Family Name F t [ invocation | w | d
G4d-bit prime | 1000 20 | 2
Standard SHAZ128 GF(25T) 3762 56 | 11
SHA3 25 GF(2h) 1536 25 | 2
o AESg, GF(2*h) 48 62 | &
AES-DM Rijndaelg, GF(2"%) Gh 68 | 8
Pedersen)ag | 256-bit prime | 1258 16 | 2
MIMCq2q 253-bit prime | 320 2 3
GMIMCy22 | 61-bit prime 101 1 3
Algebraic Sponge | Starkad,.; | GF(2"™) 10 14 | 3
Poseidon s, | 61-bit prime | 8 17| 3
Rescue;qs 61-bit prime | 10 12 | 3
: 20 12 | 6

- v B3
Visionag GF(2™) 0 513

¢ / 107 invocations

7.5 % 107
9.9 % 107

14x1

STARK Friendly Hash — Survey and Recommendation
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MiMC Prover Time

PLONK  Grothlé6

MiMC Prover Time 16.5s

SHA-256 Prover Time 6.6s |.4s

73
[a]
Z
(0]
)
v}
2
1T}
=
=
-4
T}
é

Verifier Gas Cost 223k 203k

Proof Size 0.51kb 0.13kB

1000 1500
NUMBER OF BLOCKS

* Grothl6 « PLONK

https://medium.com/aztec-protocol/plonk-benchmarks-2-5x-faster-than-groth16-on-mimc-9e1009f96dfe
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Merkle Accumulator Hash Function Comparison
(Ranked Best to Worst)

ETH Gas Costs ZK Circuit Constraints
1. Keccak256 1. pc}se|dﬂn '[‘5 [Qumary} Hash function Gas costto hash 2 values
2 SHMEE I 2P Ak MiMC 29840
3. Poseidon T3 (Binary) 3. MlMC Spnnge _
4. Posmd-::m TE [Qumary] 4. Keccak256 Poseidon 49858
5 MIMC Sponge 5. SHAZ256 SHAZ56 23179
N Q
I \\
et — ' S @ e e e e e —
- -
I . I
RAILAUN_  EVMARSEREL
' Keccak: GasRZ700 !
\ 7

e o o e o o o o e e o e

https://twitter.com/RAILGUN_Project/status/1363686166734675968?2s=20
https://ethresear.ch/t/gas-and-circuit-constraint-benchmarks-of-binary-and-quinary-incremental-merkle-trees-using-the-poseidon-hash-function/7446
https://qithub.com/crytic/evm-opcodes
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https://github.com/crytic/evm-opcodes
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