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* Mental Poker over the Telephone [SRA81]

Once there were two “mental chess’ experts
who had become tired of their pastime. “Let’s
play ‘Meéntal Poker,’ for variety” suggested
one. “Sure’ said the other. “Just let me deal!”
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* Mental Poker over the Telephone [SRA81]
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Once there were two “mental chess’ experts
who had become tired of their pastime. “Let’s
play ‘Meéntal Poker,’ for variety” suggested
one. “Sure’ said the other. “Just let me deal!”
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~-Protocol (Sigma Protocol)
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Parameters: ECDLP security: ECC security:
Curve Safe? || field ||equation|| base rho ||transfer|| disc || rigid | ladder || twist |[complete|| ind
Anomalous False True\f True\f Tme\( True\/ False (|False True\/ False |[False [|[False False

M-221 TrueV ||True v |[Truew |[True ' [True v |[Truev [[True |[True ' |[True ' |[True v [[Truew |[True/
E-222 TrueV || True v |[Truew |[True [True ' |[True [[True |[True ' |[True ' |[True v [[Truew |[Truev/
NIST P-224 False ||[Truev |[Truev [[Truew |[True v |[Truev/ [Trues/ |[False |False ||False |[False  ||False
Curve1174 Toesd tnes Itnesf Imnesf Tnesf ITnies! ITesf Itesf tnesf Tniesf Itnes Itnes
Curve25519 TrueV ||Truev/ |[TrueV [[True v |[True v |[Truev’” |[True v [[True v |[Truev |[Tue v/ |[Truev  [[Truev/”
BN(2.254) False True\f True\f Tme\f True\f False (|[False True\f False |[False [|[False False
brainpoolP256t1 ||False ||Truen |[Truew [[True v True v |Truev [Trues |[True/ ||False  ||False ||False  |False
ANss! FRP256v1|[False || Truew |[Truew |[TrueV |[True v [ Truew [True/ |[False |False ||False |[False ||False
NIST P-256 False |[Truev|[Truev [[True [True |[Truev’” [Trues/ ||False ||False |[Trues/|[False  [False
secp256k1 False ||[Truew |[True [[True |[True |[Truen/ |[False  |[True/ [False [[Trues//||[False  [False

https://safecurves.cr.yp.to/
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Elliptic Curve Diffie-Hellman

Private key (a) =3 G - Base point

(e Private key (b)
@‘“ ‘\3 on curve a @‘f

Public key: Public key: ﬂ
A=axG B=bxG -

A B
Shared secret: Shared key:
Share=axB Share=b x A
Share= axbxG Share=bxaxG

HKDF: HMAC-based Extract-and-Expand Key Derivation Function https://asecuritysite.com/ecdh
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Schnorr Protocol
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