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taoh{E: ¥t

function initializePlayer(uint planetld, uint claimedDist, Proof zkProof)

e _E(EFEplanetl d#IIAL TSR ,
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taoh{E: ¥t

function initializePlayer(uint planetid, uint claimedDist, Proof zkProof)
zkProof: FAMBEALIR (x, v) |, 1S
* hash(x, y) = planetid

e x% 4+ y? < claimedDist?
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I —— ‘
I .
JUL2K : )
template Main() {

signal private input x;

signel private input v;

signal input r; /* check MiMCSponge(x,y) = pub */
Jf

signal output pub; 228 = 2 * ceil(log 5 p), as specified by mimc paper, where

p = 2188824287 1830275222246485745257 275885548 3044004168 34343698 280418657 5808495617
/¥ check abs{x), abs({y), abs{r) « 2°32 =/ ®
component rp = MultiRangeProof(Z, 4@, 2 ** 31}; component mimc = MiMCSponge(2, 228, 1);

rp.in[8] <== x;

rp.in[1] <== y; mimc.ins[@] <== x;

mimc.ins[1] <== vy;
/¥ check x*2 + y*2 < r*2 */ mimc.k <== @;
B == H»
component comp = LessThan{32);
signal x5q; pub <== mimc.outs[@];
signal y5q:
signal rsqg;
®5g A== W F ox,

y5q <== y * y;

rsg <==r * r,
comp.in[@] <== x5g + y5q
comp.in[1] <== rSg

comp.out === 1; https://github.com/darkforest-eth/darkforest-v0.3/blob/master/circuits/init/circuit.circom
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I
Range Proof /"t
I
I

NB: RangeProof is inclusive.

2023.6.24 IK SH Workshop

input: field element, whose abs is claimed to be less than max_abs_value

output: none

we also want something like 4 #* (abs({in) + max_abs_value) < 2 *%* bits

and bits <<

256

template RangeProof(bits, max_abs_wvalue) {

ff input: n field elements, whose abs are claimed to be less than max_abs_value
J// output: none
template MultiRangeProof(n, bits, max_abs_value) {

signal input in[n];

component rangeProofs[n];

for (var 1 =83 1 < n; i++) {
rangeProofs[i] = RangeProof(bits, max_sbs_wvalue);

rangeProofs[i].1in €== in[1];

signal input in;

component lowerBound

component upperBound

lowerBound

lowerBound.

lowerBound.

upperBound. i
upperBound. i

upperBound.

in[e] <==
in[1] <==

LessThan(bits);
LessThan(bits);

max_abs wvalue + in;
a;

2 * max_abs_value;

max_abs wvalue + in;

https://github.com/darkforest-eth/darkforest-v0.3/blob/master/circuits/range _proof/circuit.circom
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IEE: %))

function move(uint fromPlanetld, uint toPlanetld, uint
worldRadius, uint maxDist)

M fromPlanetld #z£/3%! toPlanetld:
s KMEBEXHEINEKER ' TLRER,
o (Y—EZERA, BEREURTM 2K BRI AIER,
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IEE: %))

function move(uint fromPlanetld, uint toPlanetld, uint
worldRadius, uint maxDist)

zkProof: FRNERA44R (X1, y1) A0 (x2, y2) f&15
* hash(x1, yl) = fromPlanetid

* hash(x2, y2) = toPlanetld

o X2"2 + y2"2 < worldRadius”2

o (X1-x2)"2 + (y1-y2)"2 < distMax”"2
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IE%E)J{ E ¢ *gﬂ] /* check abs(x1), abs(yl), abs(x2), abs(y2) < 2 ** 32 */
° component rp = MultiRangeProof(4, 40, 2 ** 32);

rp.in[@] <== x1;

rp.in[1] <== y1;
template Main() { rp.in[2] <== x2;
signal private input x1; rp.in[3] <== y2;
signal private input y1;
signal private input x2; /* check x272 + y272 < p~2 */
signal private input y2;
component comp2 = LessThan(32);

signal input r; signal x2Sq;

signal input distMax; signal y2Sq;

signal rsq;
signal output pubil; X25q <== X2 * x2;
signal output pub2; y25q <==y2 * y2;
rsq <==r * r;
comp2.in[@] <== x2Sq + y2Sq
comp2.in[1] <== rSq

comp2.out === 1;

https://github.com/darkforest-eth/darkforest-v0.3/blob/master/circuits/move/circuit.circom
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iaoh{E: 5

/* check (x1-x2)72 + (yl-y2)”2 <= distMax"2 */

/* check MiMCSponge(x1,yl) = publ, MiMCSponge(x2,y2) = pub2 */
X*

220 = 2 * ceil(log 5 p), as specified by mimc paper, where

p = 21888242871839275222246405745257275088548364400416034343698204186575808495617
signal diffX; */
diffx <== x1 - x2; component mimcl
signal diffy; component mimc2

diffy <== yl - y2;

MiMCSponge(2, 220, 1);
MiMCSponge(2, 220, 1);

mimcl.ins[@] <== x1;

mimcl.ins[1] <== y1;

component 1ltDist = LessThan(32); mimcl.k <== @
signal firstDistSquare; mimc2.ins[@] <== x2;
signal secondDistSquare mimc2.ins[1] <== y2;

firstDistSquare <== diffx * diffx; mimc2.k <== 0;

secondDistSquare <== diffy * diffy; :
publ <== mimcl.outs[@];

1tDist.in[@] <== firstDistSquare + secondDistSquare; pub2 <== mimc2.outs[0];
1tDist.in[1] <== distMax * distMax + 1;

1tDist.out === 1;

https://github.com/darkforest-eth/darkforest-v0.3/blob/master/circuits/move/circuit.circom
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THIRD-PARTY CLIENT IMPLEMENTATIONS

dark-forest.rs
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REMOTE MINERS

Step 2: Connect to your Remote Explorer server

theontypohnny - darkforest jl D
- - I

L F R
DF EXPLORER

L o'

Exampile: Mtpstheondyjohnny-dorkforest-re.zoet.opp/mine

K Long Rock Labs @LongRockLabs - Aug 20

Today we released a new explorer for @darkforest_eth . This miner can
use either the CPU or GPU to uncover the Dark Forest. Comes with a
nice performance gain over the standard miner.
longrocklabs.com/articles/the-e...
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AUTOMATIONS AND BOT

nick.eth @nicksdiohnson - Aug 16
@ Weekend project: A ek

So far it attacks planets, distributes silver, upgrades planets, and prospects
and finds artefacts

Still on the todo list is distributing energy. Figuring out how to allocate and
use artefacts will be tricky though
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Project Sophon

Broadcast Market
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Leaderboard
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ZK Data Marketplace
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On-Chain Marketplace

. i%ﬁ&iﬂﬁu: BobiE M AliceBREE I 0x98b3f0011YE% (BIEEHY
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https://github.com/nulven/EthDataMarketplace - Nick Ulven
(2021)
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Nightmarket

NightMarket
&M

Thiss iss Nightmarket. Where DarkForest pirates meet. Where planetcs

are sold and farcunes macde.

@ Nightmarket-Demo [P0 @ &
2 S ab. - i yo—v
@® 4min © 83views
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Nightmarket

https://blog.zkga.me/nightmarket - OxSage, xyz_pierre (2022)

https://nightmart.xyz/
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Key constraints are as follows:

Night ket
g Constraint Publicly Verifiable Value
(PLANET X/Y, PLANETHASH KEY) A valid planet hash
perlin (PLANET X/Y,BIOMEBASE KEY) The correc! t biomebase
poseidon_encode check (CIPHERTEXT, Valid ciphertext using KEY
AAAAAAAAAAAAAA )
Seller

hash (KEY) KEY won't change later
EEEEEE _ADDR * SELLER_ADDR Watermark proof to Seller

AT, EEMR

. hash(PLANET X, PLANET Y, PLANETHASH_KEY): SEZuERB{tB( %0
B— P EDkR, SERALIERE FIGIIE,

* poseidon_encode check(CIPHERTEXT PLANET_ X, PLANETY,
KEY): S5RGE DR R R FRE 7 kAT - 1155 7
CIPHERTEXT, SER&EFEAMEIGE FLELSHE,

» hash(KEY): sSExEIFHAT EASZERIIWE KEY, BSEEHIZ,
Sofn EHER AR RANERR AR, TR —XMJT\L (TXIFRINE
1RER KEY, #51% KEY EREHIAZ I BEREE IR KRR
IBAYEER AR,
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Bz

SHARED KEYZ%%H,
« 7t HSHARED KEYZSRRIIEE
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b.

. (offline) | verify that
a.

Seller’s LIST proof is valid

Publicly committed values are valid
.l order listing(s) by depositing my money in the

escrow smart contract

encrypted

a.
b.

ecdh (MY PRIVKEY, SELLER PUBKEY)

hash (SHARED KEY)

. | preemptively declare how the final sale should be

-> publish

Buyer
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s EFIETIEERBHITERILINOESK,
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Constraint Publicly Verifiable

poseidon_encode check The KEY being sold is

« ERBEUH(TECDHER SIFIER S
SHARED KEY, N o ) Sty

. g@%ﬁﬁSHARED_KEYXQLJ?QE\KEYEF?E—}]DE&:\ / hash (KEY) Iglz correct KEY is being
HIEENNZNSALE. CIPHER 3&25% I,

'+ ZEUEFISHARED, KEYRELL A
SALE CIPHER, LAZKREYKEY, 3. Buyer decrypts CIPHERTEXT with KEY offline

» LRFAKEYFRZECIPHERTEXT, FHER
JRIGHI EBRAAR,


http://www.sutu.tech/

ZERHY wuwsututech 7023.6.24 K SH Warkshap

BBt AR LASERT?

o —NEAE. LAKYS. SSH. DKIMFASH
- M EREGNRE (EEEENLEEFRD)

—REME A



http://www.sutu.tech/

ZERHY wuwsututech 7023.6.24 K SH Warkshap

AL P2 — 1 B2

HEHOE zkSNARK &1



http://www.sutu.tech/

%lHﬁ www.sutu.tech

2023.6.24 IK SH Workshop

ZKML

B zkonduit / ezkl Public @Watch 8 ~ % Fork 6 ¥r Star 135

<> Code (© Issues 4 19 Pullrequests 2 () Discussions () Actions [ Projects (@ Security |~ Insights

¥ main ~ ¥ 8branches © Otags Go to file Add file ~ About

No description, website, or topics

e alexander-camuto chore: update dependencies (#101) Vv 8caadbf 12 hours ago &) 170 commits provided.
B _github/workflows chore: update dependencies (#101) 12 hours ago [0 Readme
&3 Apache-2.0 license
B8 benches chore: error bubbling (#93) 2 weeks ago
Yy 135 stars
B examples chore: error bubbling (#93) 2 weeks ago ® 8watching
B src chore: update dependencies (#101) 12 hours ago % 6forks
B tests chore: update dependencies (#101) 12 hours ago
[ .gitignore add: leaky_relu non-linearity (#72) last month Releases
[ .gitmodules refactor: move onnx examples to external repo (#69) 2 months ago No releases published
[ cargo.lock chore: update dependencies (#101) 12 hours ago
D Cargo.tom| chore: update dependencies (#101) 12 hours ago Packages
[9 LICENSE Create LICENSE 5 months ago Nojpackages pubished
[ README.md fix: kzg verification with EVM (#83) last month
Contributors s
[ datash add(mnist data) (#53) 3 months ago
din -
1 @ 9 9 o
:= README.md

E ZKL Languages

® Rust 99.9% © Shell 0.1%
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https://github.com/zkonduit/ezkl - Jason Morton (2022)

https://arxiv.org/pdf/2210.08674.pdf - Daniel Kang (2022)
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| Tye NewDork Times

2277
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Application 1. ETHdos

 ETHdos2—IUREFAYAT =508

A B IISNARKsHIIRAS A ZR & I am

F_ 4 degrees
e TR ErdosZ{FA1Baconz{F—7F, from
ETHdospﬁz_:HxE,g:‘_ﬁv.tal|kz|aj L

D BEE. BHIEFHE, &
%Vitalikf@@l

» ZIX1SETHdosEF, 150/ HIAR
Elﬁ jzll_l\\j][l | A%D]«/ \1J—_EEE>%|K/%HEE
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Public Inpu‘ts

- Sink address

- Inner SNARK
verification key

- Sink's ETHdos number

- Origin address

4 Verify source's ECDSA signature

@mc’s degree ZK-SNARK

ZK SNARK

VeﬁPy sink's o!egre_e_ = source + 1

Private nputs

- Source de_gre,e, ProoP

- Source's signa‘tuf‘e
authenticating sink
as a Pr‘ie,no(
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