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atomic accumulation

[BGH19]

split accumulation /

folding scheme

[BCLMS21]

full recursion
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BIFEA: IVCEDIFEIT

=rE
7B1§U plonky2 Initial proof degree 16384 = 2714

Degree before blinding & padding: 4028 ﬂdmnmy > denmy
Degree after blinding & padding: 4096
// Start with a dummy proof of specified size
let inner dummy proof::<F, C, D>(config, logZ inner size)?;
let (., , cd) inner;
Single recursion proof degree 4096 = 2712 !
Degree before blinding & padding: 3849
Degree after blinding & padding: 4096 Mo 1 Vo
// Recursively verify the proof

let middle recursive proof::<F, , , D>(&inner, config, ) 2,

let (., , cd) middle;

Double recursion proof degree 4096 = 2712

Proof length: 127184 bytes

T
0.2511s to compress proof '

Compressed proof length: 115708 bytes

// Add a second layer of recursion to shrink the proof size further
let outer recursive proof::<F, , , D> (&middle, config, ) 2,

let (proof, wvd, cd) outer;

https://github.com/mir-protocol/plonky2/blob/main/plonky2/examples/bench recursion.rs#L183
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PIL
- List of polynomials

to process
1

ROM
- List of instructions

to execute

v

Input

- Transactions
= . Old/New Root =P
State
- Chain ID

Executor

15513 ﬁﬁil_l:

Commitment
Polynomials

216 Evaluations
(SM cycles)

Public Data

PUBLIC

Constant
Polynomials
- List of constant
polynomials, and
their evaluations

Script
- List of instructions
to execute STARK

v

-

STARK
Recursion

STARK
Proof

diagram from https://docs.hermez.io/zkEVM/zkProver/State-Machines/Overview/zkProver-State-Machines/#the-zk-snark-prover
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HETN: ARSI IR

example: LegoSNARK [CFQ19]

— /
CPs CP; CP.
B T o = h=fAg |
() Com (9 Com Com

h( u, (Wo, W) ) = f(u, Wo) A g(u, W)
simple idea. w,.=(Comc(u), my, mg), mi+—CPy, ¢ CP;

other compositions. disjunction, sequential composition, >2 relations

main message. focus on constructing proof gadgets, security is proven once for all
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HETN: RIERAYEICFIERR

example: LegoSNARK [CFQ19]

-----------------------------------------------

ZkSNARKSs portfolio (“proof gadgets”j ":
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« ZINTFEE NN (21m.com/23/pc-benchy/)
« ZKPZmiEgstt ZFE (github.com/anoma/zkp-compiler-shootout)
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- £ e, AR TIER

* LegoSNARK: github.com/imdea-software/legosnark
 arkworks: arkworks-rs/accumulation, arkworks-rs/pcd
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« Group Membership (7 nullifiers)
« zkmessage
* heyanon

« Group Membership (& nullifiers)
« semaphore
* tornado cash

» Group Membership (LA _ERSSEA, B nullifiers)
« stealthdrop
« ethereum nullifiers

» Group Membership (ELtE5E41)
« 7k _email

2 Zk s

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild ??77?°7?
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zkmessage.xyz

Oxparc.org/blog/zk-group-sigs
kevm Z, umar, raymond z, joel g

IS5 EHIRT 2k )ﬂb\u_tﬁﬁ E—TEHEEAMEE.

ZK MESSAGE BOARD

yellow

LR IO T L L]

&% sehyunchung

hi

_ ) () xzdagoof
@ w ".‘@':'30 - ’ = b TERLY: SRAEALY # jonathon_h..

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild 77?7?77
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spec: zkmessage.xyz

Database
joel -> 75...gk
IR uma -> 6h...14
joel 45 hash(9j...46)=75...gk

o e AT

£
HpW =58 9...46

uma 4k hash(36...f9)=6h...14
HehpIf 258 36...19

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild ??°7?7


http://www.sutu.tech/
http://progress_bar_id/

ZERH waw syt tech 2023617 K SH Workshaop

spec: zkmessage.xyz

KIBEMER Database
i TRV 7K1 :
joel &=L ZKIERA: joel -> 75...gk
component prove:

public input hashes[n] uma -> 6h...14

public input message
private input secret

matches = ©
for i in @...n:
if hash(secret) == hashes[i]:
matches++
matches === 1

prove(9j...46, [75...gk, 6h...14], “hi”)

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild 77?7?77
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spec: zkmessage.xyz

RIBEMER Database
joel ZEpkZKIIERR: joel -> 75...gk
Componer;tbqpicévei;put hashes[n] uma -> 6h...14
public input message
private input secret
(hash(secret) - hashes[0]) * (hash(secret) - hashes[1]) * ... === 0
prove(9j...46, [75...gk, 6h...14], “hi”)

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild 77?7?77
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« OxPARC hack week

11 Tweets
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heyanon

Follow

OxPARC hack week

L j: | \ j— k @@xPARCHackWeek

)\ 1 1 Z @ Automated by @heyanonxyz
'L \\% ~ jj N | 7 E a: _ E/J ﬁ Q OxPARC Summer Hack Week '22 confessions
i | N
Il_J\ |:] << |:| g
post: heyanon.xyz/postmsg/hackwse
info: heyanon.xyz/group/hackweek
E) Joined July 2022
2 Following 91 Followers
Tweets Tweets & replies Media Likes

HEY

OxPARC hack week @0xPARCHackWeek - Jul 22, 2022
& Automated

OxPARC hack week projects are the craziest projects I've ever seen at a

hackathon
aOxPARCHackWeek eprenahiamaE.

Full name: OxPARC Hack Week

Root: 3840625167. . .4860508962 ‘ OxPARC hack week @@xPARCHackWeek - Jul 19, 2022
Description: A merkle tree of addresses of humans @ Atometed

participating in BxPARC NYC Hack Week '22

Why: Allows hack week participants to anonumously gossip
about hack week publicly, heyanon.xyz/verify/QmUrNJc

How was it generated: Manually collected from participants O 2 o O 19 Iy ”

im a @nibnalin simp: man’s a pilot, literature major, tft grandmaster and a
secret hitler god wtf

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild 77?7?77
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spec: heyanon.xyz

AR ER Database

vivekab -> 06x414e...

lsankar -> 6x15a9...

vivekab FBNEE0N . 0x414e...

Isankar FBZ35HA0 ;. 0x15a09...

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild 77?7?77
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spec: heyanon.xyz
BEME

vivekab 4=pkzkilERe:

2023.6.17 K SH Warkshap

Datab
vivekab -> 0x414e...
lsankar -> Bx15a9...

component prove:
public input pks[n]
public input message

private input pk
private input signature_of message

(pk - pks[@]) * (pk - pks[1]) * ... === ©

verify(signature_of_message, pk, message) === 1

prove([0x414e.., 0x15a9..], “hi”, 0@x41l4e.., sign(“hi”, vivek secret_key))

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum

Groups in the Wild 07?77
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=EFRHY wwwsututech
spec: heyanon.xyz

REEMER merkle_root-> 0x59...

Datal 2023.6.17 K SH Warkshap

vivekab 4=pkzkilERe: //\
|

component prove: ]
vivekab -> 0x414e. .| lsankar -> 0x15a9...

public input message

private input pk
private input signature_of message

verify(signature of message, pk, message) == 1

prove(merkle root= , “hi”, 0x41l4e.., sign(“hi”, vivek secret_key), )

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild ??7?7?7?
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nullifiers B AR
Group Membership (7 nullifiers)

zkmessage -> hash(secret), set membership
heyanon -> signature verification, merkle paths

EEEERT, REERPIEEZHRITRRIZE,

Group Membership (& nullifiers)

- semaphore -> hash(secrets), merkle paths, nullifiers
- tornado cash -> hash(secrets), merkle paths, nullifiers

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild ??7?7?7?
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semaphore

WERAIS Y IZRAPRIBN R S

Group Membership Basics

Adding Nullifiers

2023617 K SH Workshaop

M, FAEE—1LMEs (nullifier)

Lemaphore

Semaphore identities

Given to all Semaphore group members, it is comprised of
three parts: identity commitment, trapdoor, and nullifier.

N\

Create Semaphore identities >

Uniqueness on Ethereum Groups in the Wild ??7?7?7?
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ZERHL it
spec: semaphore Database

AN ER merkle_root-> 0x59...

O

weijie -> hash(n1, t1) |[|barry -> hash(n2, t2)

weijie LIEZHSMI0N:  hash(nullifier, trapdoor).
nullifier, trapdoor 2FfABHY.

barry LI E4 N0 hash(nullifier2, trapdoor2).
nullifier2, trapdoor2 2FfAGHY.

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild ??77?7?°7?
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ZERHE st
spec: semaphore Database

RIBEMER merkle_root-> 0x59...

/\

weijie -> hash(n1, t1) ||barry -> hash(n2, t2)

weijie -> “Yes!” + zk proof +
hash(nullifier1, “Does pineapple belong on pizza?”)

barry -> “No!” + zk proof +
hash(nullifier2, “Does pineapple belong on pizza?”)

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild 2?7?77
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2023.6.17 K SH Waorkshop
emaphore =

E:% g B/\EJ_L protocol/semaphore/blob/main/packages/circuits/semaphore.circom
1B P EX

o Database
weijie Ay zkilEBA:

merkle_root-> 0x59...

component prove: A1=_———""J,r—&‘““--,=‘

public input merkle_root weijie -> hash(n1, t1) barry -> hash(n2, t2)
public input message

%%—‘\-HS'Z www.sutu.tech

private input merkle path[logn]

hash(hash(merkle leaf, merkle path[@]), merkle path[1l])... === merkle root

prove(merkle root=0x59..., merkle path)

Groun Membershin Basics Addina Nullifiers Uniaueness on Ethereum Groups in the Wild ???777?
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emaphore https://github / hore-

E:% g B/\EJ-L protocol/semaphore/blob/main/packages/circuits/semaphore.circom
1B/aP) T EX

merkle_root-> 0x59...

A

weijie -> hash(n1, t1) barry -> hash(n2, t2)

%%—‘\-HS'Z www.sutu.tech

Nullifier Hashes
nullifier_hashi

weijie &1XzkiEE:

{proof_a, merkle root, message = “Yes”, }

= prove(merkle root=0x59..., “Yes”, “Does...”, nullifierl, trapdoorl, merkle path)

{proof_b, merkle_root, message = “No”, )

= prove(merkle root=0x59..., “No”, “Does...”, nullifierl, trapdoorl, merkle path)

Groun Membershin Basics Addina Nullifiers Uniaueness on Ethereum Groups in the Wild 2?7777
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ZERHL wwsututech
tornado.cash

BB MARFMT I — 1 zkp R B UEBEFI— T nullifier, [@EZKF A

N IR AN
L/J\;ILO

- tornado

Non-custodial anonymous transactions on Ethereum

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild ??7?7?7?
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ItbFﬁﬁg

Coin Mixer

n

— CoinD

{ Coin A

» CoinE

Coin B

L

—> CoinF I

7

‘ Coin C Ii

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild

P797?7?77?
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Z[ERY wawsututech : 2023.6.17 K SH Workshop
Deposits
spec: tornado cash

merkle_root

/\

hash(n1 | s1) hash(n2 | s2)

T ER

Withdrawal Nullifiers

alexis.eth &1X 1 eth 7+ hash(nullifier1 | secret1)

betty.eth &1X 1 eth 7 hash(nullifier2 | secret?2)

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild ??7?7?7?
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%%J—E‘Z www.sutu.tech

ornado Cash

PR

" /::}jz \_I—_E H https://github.com/tornadocash/tornado-core/
aIeXIS Zk-l' H " blob/master/circuits/withdraw.circom

component prove:
public input merkle root
public input recipient pk
public output nullifier_ hash

private input nullifier
private input secret

private input merkle path[logn]

merkle leaf <== hash(nullifier, secret)
hash(hash(merkle leaf, merkle path[@]), merkle path[1l])... === merkle root

public output nullifier_hash
nullifier_hash <== hash(nullifier)

prove(merkle root=0x59..., recipient pk=0x7ab89.., nullifierl, secretl, merkle pathl)

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild ??7?7?7?
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https://github.com/tornadocash/tornado-core/blob/master/circuits/withdraw.circom

ZERH nosu ot
spec: Tornado Cash Data

R TER

\ merkle_root
alexis 4= plzkilEBA: S
betty 4= 5¥zkilEBH:

hash(n1 | s1) hash(n2 | s2)

{zk_proof, merkle root, recipient, ] o
nullifier_hash} Withdrawal Nullifiers

nullifier_hash

Y nullifier_hash2

& F&7Y

o« IEFzKIEYE

o I&7Fmerkle root=2UTECHY

« ISiFnullifier hashFHSBEYIE

e Ynullifier_hashjIAZEFZFER —
« BRIUAIXRGRNE
Ox7ab89. .

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild ??77?7?°7?
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EERIY wsututh
o L AEEIE 22197

heyanon -> &3 5G1IE

hash(secrets), merkle paths, nullifiers

OB RS Ve
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ZERHE wsututesh
stealthdrop (AR AfT+A BB IRKIF)
LL!\KTE#'BHBD_/\ZKEZJ\%{ IEBRF0—nullifier, [B)JCREAIKF

(unlinked account)E4RZS1E,

2z

stealthdrop

nymous Alrdrops using ZK-SNARKS

1. Connect Public Wallet

Cannect a waliet alighble for the airdrop. Add the xDai chain to Metamask using these instructions.

2. Sign Message

3. Connect Anonymous Wallet

4. Prove Ownership

5. Claim
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SRS it
stealthdrop

I)IL*EE

G L T

‘ ‘ hash(sig)

SECL M=y rN: chil

n SR AYIERR: sig(m) '
\ coin
adhyyan.eth Oxad829...
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. tealthdr()p Airdrop List

%%—‘\-HEZ www.sutu.tech
' [

M ER
nalin &=g¥zkiFRR: merkle_root
component prove: ' 4rf”;—‘ré’~‘\ﬁ-'“-~ﬁr
public input merkle_root nalin.eth adhyyan.eth

public input message

Withdrawal Nullifiers
private input pk

private input signature of message nullifier_hash=7ba%3...

private input merkle path[logn]

hash(hash(pk, merkle path[@]), merkle path[1])... === merkle root

verify(signature_of message, pk, “stealthdrop out”) 1

prove(merkle root=0x59..., nalin.eth.., sign(“stealthdrop out”, nalin sk), merkle path)

GTOUP VIETTTDETSTIIP DASICS ATUITY NUIETS OTITQUETTESS OIT Etrerearr GTOUPS M1 Uie vvia CEREEE
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ZERH waw syt tech 2023617 K SH Workshaop

imiA

botdad @0OxBO7D

Industrious builder, idealistic anarchist. Teaching myself about
things
298 Following 3,128 Follower:

ol JMAEMER S
Hey, figured i'd ping you first

( 'f E E% Z’“‘E:l\i_tl_ E C D S AI])% ? ) First off | love the stealthdrop, it's awesome

Second, | was poking around at your
methodologies around a nullifier. What about
TN = . > changes in k for a given signature? ethersjs uses
%L—F/%E% . P rl V2 p u bEE e psuedorandom based on the message input so
the signature is idempotent, but this does not
have to be the case

So essentially you can use other random
numbers and generate nearly infinite valid
signatures for a given message
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ZERHY wansututech 2023617 ZK SH Warkshap

EZnullifierfgid i

« [E—1EHY

« HFAEERY

« NEEEFATBRIAIIGUE

« IEXEHH (F~&tornado.cashaisemaphore)
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ZERHY wansututech 2023617 ZK SH Warkshap

_JEZ: I’ﬂzﬁllulf

IHE!E ECDSA &

hash(message, public key)

hash(message, secret key)

hash(message, public key)secretkey .> DDH-VRF!
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ZERHY wansututech 2023617 ZK SH Warkshap

KiImE2— 1 ETBFFABINREEREL,
1ZRRE A LMNEE PR A TR TIRIUE,
(RISHES,

BBRGE: ELAKIG LSREREREER,
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ZERHY wansututech 2023617 ZK SH Warkshap

— ety
JaES
E R NFAFEXT(sK,

), WHEER

\

Signature:
public: hash[m, pk]sk <-- nullifier
private: c = hash2(g, , hash[m, ], hash[m, pk]s<, g, hash[m, pk]")
s =r + sk * c
gr [optional output]

hash[m, pk]" [optional output]

user proves in SNARK:
glr ekl / () = g
hash[m, Jr + sk *cl / (hash[m, pk]*)c = hash[m, pk]"
c = hash2(g, , hash[m, 1, hash[m, pk]s<, g", hash[m, pk]")

pk is in anonymity set (merkle proof)
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Iﬁﬂ!ﬂﬂﬁﬂﬂﬁﬂﬂﬂﬂﬁﬂﬂl‘
“hew stealthdrop Airdrop List

%%ﬁl—fi www.sutu.tech
. A

IR

nalin 4= izkiFBH:

merkle_root

A"J’_,,——"‘“-~ﬁ__§§ﬁt

component prove: ,
public input merkle root nalin.eth adhyyan.eth
private input pk, Withdrawal Nullifiers

plume_signature_of_message

private input merkle path[logn]

hash(hash(pk, merkle path[@]), merkle path[1l])... === merkle root

prove(merkle root=0x59..., nalin.eth.., c, s, plume_signature_of_message, merkle_path)
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%%ﬂ-?ﬁ www.sutu.tech

DKIMIAWEITFE

Ui
szoe

A DKIME SN RS

PRIVATE KEY @

DNS [ fut
SERVER | [

MATCH

.
K
Lers

PUBLIC KEY

DOES NOT MATCH

https://www.emailonacid.com/blog/article/email-deliverability/what_is_dkim_everything_you_need_to_know_about_digital_signatures/

2023617 IK SH Workshaop

SPAM
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%ﬁl—fﬁ www.sutu.tech

FYSRFEZIE

\

_ {3
EM&F%, R A DT AR

TR E = AIXRY,

— b g AU 7Y |:T_]

—/\

- gmail. com7|:/\5(j

2023617 K SH Workshaop

DKIM 52

rsa_sign( from:<>, to:<>, subject:<>, <body>,...), @mit.edu key)

LEfa—MAIan”

K Ex@twitter.com X5y @mit.edufJFEE -1
ge/], Bl EERbFiRSSseaiciBiRizas, 1B

BEFIMHTEE (BEJ2016FE 4 FFRKEDKIM)

- hotmail.com=icBiEWEATFEE &

- mit.eduft outlookE

R

=4

- perfect.blue (BEJE

E X H

Group Membership Basics

gl

Adding Nullifiers

528) {FH10241\/rsa,
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ZERHY wansututech 2023617 ZK SH Warkshap
uERe

ZKIEBE N FFER
o RIFEANEE (FOEHGFAIEE)
- RSARZL
o RS FHMAFIEST
ZKIEBBFABERY
- RBEHMHARSS2EIDKIME
- MIEHRBEEIEIKE
- [RIGEEHIE
ZKEIRIGE
« sha256F]RSAIFHITIRIUE
o RIENBUFANEE BB EERFIENZRIAT]
BN E:
o AN = verify@twitter.com
- EMAIRSAZ$H= DNSIAEVZETFHIRSAZSH
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ZERHY wansututech 2023617 ZK SH Warkshap

IELEEI=UN

LB HIRSE]
RN T
« RIMELBZINRUEBI RIS %
 AIEINME?
« mit.edu/~specter/blog/2020/dkim/
* nullifierBYAX &
- WNEREAERIE N\ JENE EFRREZ B MH/EES D, WWRIIFREHMIRSES 22
YEREAHITTEERANW
BiLENGE

e Z4yX¥MXx (BCCs)
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ZERHY wansututech 2023 6.17ZK SHWorkshop

zk-email M

[

-T%V\gtg\ra SUEERFHB4 => IERRZIHE S e Twitterk — LAGI#E

« EZKYC /| AFIIERR => IFRRIZIEI T {AIrBNB, Coinbase,
Robinhood I SIKYCEB FHEMF, LUFBRE S EFAIA

ﬂ%xg%ﬁz}%%’? => ARG AE A1k arxivie X B FRpHE, TTLL
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ZERHY wnsuwtoch
Hth zk-email W

» Robinhood32 7 B8 FHHE AN => IERBISHAAEXHMERIYRER, iIE
BRISTERZ Z RIREN 1 $X

« ChaseiR1TNKFRENFE FHEYE => UERBIZRIIRITIKP R E$X

* S g@]ﬁé&‘jﬁ?z@%ﬂil}# => PR 22 ZARFKEVINRin 22,
L RIS IRITEFIVIP] JE

- Twitter 5155 S FBFRBHEA] => IERREIE] T kB EIKFH
45EDM

\
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ZERHY wnsuwtoch
Research/theoretical work

o T IETEEVEKE%JE’]lEEHi@f»%

« ATRUFECDSAE S (LIRIESEHsecp256k1#1TECCIRIE) , 1EfE#EHMHsecq
itz FF A& spartan-ecdsafJhalo2-ipa

. {?%Eiftﬁﬁiﬁ%%)&_yﬂﬁRustﬁ%ﬁe%DWchjWASM LA TN e a8 0z
5)]J],
- (FRIBFAERE R EXRABE N ERIIERR

 Nova, plonky2, Zigzagoon
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ZERHY wnsuwtoch
Research/theoretical work

« BIIMPCHTFAANTITE
.« BYSIFRBSSRENAKRMERFIZSE HKIETAIER
« T NBRIFHEAS =2 IRIA TR R —S RS
« TTLUMERFHER{TRLRE(E, (EXUTEEEFA DI
o (AT R NETEIRAVIRIR AR EESS I —F A 2R, HPEAREAFAASUE
WP HHE=HSETE
- EEEEIG N AEFFHERER!

Group Membership Basics Adding Nullifiers Uniqueness on Ethereum Groups in the Wild 2?7?77


http://www.sutu.tech/

ZERHY wnsuwtoch
Writing/lobbying work

« $Znullifiersig NEF=|
« BULAPIFER B+
. ?‘_AP JZQKHXE\&\_\L%
« OJ Wf INIFRR A Z, BERARHFINREELIMUERSEREAER

- 1L EZRINUL{FEHSXG

e, PTEHTMLEBRMUGAINIAS S, 2 /a ] LUSIEREEN KB
nytimes.com (FFFrE) _JanI com (BFERBELD)

- AEEBNEZRIZKINERE
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FEEHR wwsuech
Product work

 heyanonf2 51

- BPBHELRRY MR, Bl ANINEIE 8T (Discourse. Discord,
Telegram, WhatsApp) , SOiFZEfHIRIA R EFFAIEEZER

. EJ%E%)—%E’\]E%WUD%U XNMBREK (BHHEEER, T2 RYdiscord
 &{FHFacelD / TouchlDFEH{TBpIGUE, {FHEWebAuthnig R

* heyanonEXJE
o F—LESN EERE Theyanon (iIBEZE@DevconAnon! )
 NFE=E—TR, BBERZKIEEZ— ERRIEREEAER!
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FEEHR wwsuech
Product work

- HARERE
+ SDAO, FIFNERESEE, AERRMIREEBSESAIETHER S
RIENREREE

* ZAREI

{E%zﬂ?}’?{’&%ﬁﬂ@ﬁ (5. 2ARF) , BEIFA=EEECHS

« BRIt T\_JL)\L)\—/\EWIK 1TRE

« BIFRYET
_JL/L%— 1k I EREIREIRAS
. iJfEnJE?%'@iiﬁ N FDBEWTEN
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